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The Instant Macro-Virus Maker (IMVM) v1.2

This, as far as I know, is the first (and only) on-line virus creation tool.

NO DOWNLOAD, NO WASTED TIME, NO PROGRAMING SKILL NEEDED!!!

Choose from the options (few, I know, but it's the first edition) and then copy/paste the generated code into a Word
{97...2000 etc.) module named after the virus. Enjoy!!!

Virus name:

Author's name:

Final source:
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. ALERT!

Hi. | knowe wee havent talked before. Thiz iz your computer. Since | see
exerything in wour roam, | thought I'd throsse youw & fesy pointers. First, put on
a=hirt. PLEAZE. Second, vou've gaot a nice girl Iving there on your bed and
vou'te sitting there looking like a goon on the computer. Come on. Dont be
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Partly sunny and warm
Highs: 70°-75°
Lows: 45°-50°

TOMORROW
Chance of showers
Highs: 6570 — =
' Lows: 35°-40° | _ 1Y .44 inia * Friday, November 3, 2000
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%Instanth’lessage wiebh ail Contact Feople ‘ellow Pages Dewnload Firnd Sites |’_|" Charinels FealPlayer
Articles
o Attacking Solaris with Loadable Kernel Modules {example modules)
by Plasmoid
o Attacking FreeBSD with Kernel Modules (example modules)
by Pragmatic
o Anonymizing Unix Systems
! by van Hauser
the files > LKM- Loadable Linux Kernel Modules
by pragmatic
thf files = Human 2 Hacker v1.1 - german article
by Tick

o

Placing Backdoors Through Firewalls
by van Hauser (rwwwshell.pl)

articles

links

members i A

home
Magazines

m THC-Magazine #4

Magazine Issue #4 (german only) features Dialup/PBX
Hacking, German Telekom: Sept, T-Box, Passwords and
much more.
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The Hacker's Choice - Official HomePage - Metscape
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= THC-Secure Deletion 2.2

If you overwrite a file for 10+ times, it can “still
be recovered. Read why and use the
programs included (wisrc!). Written by van
Hauser.

= THC-Credit Version 1.9

World s best Credit Card Generator, checks
and generates over hundreds of different card
types including newest bank ids and
standarts. For all you horny guys who always
wanted an account at Amateurs or Dirtybird,
NOW supporting magnetic card reader and
writer for MASTERIVISAIEC/etc cards.

= THC-PBX Hacker Version 1.1

A tool to automatically hack any pbx, handles
up to 10 different pbx numbers with features
like random dialing, random dialftone speed
and length, completely programmable and
much more. This will trick out any pattern
detection switch.

= THC-Login Hacker Version 1.1
Powerfull script language to hack terminal
logins via dictionary- or bruteforce-hacking.
Configurable for telnet and dialup hacking,
extreme large command base.

= THC-RA Hacking Kit #1

Backdoors, viris, traps and explainations for
RemoteAccess BBS hacking. Sophisticated
ways of getting hidden into BBS systems.
Issue #1

= THC-RA Hacking Kit #2
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ECURITY

RSA Security inc. Hacked.

Trust us wath your datal Praise Allahl

The most trusted name
in E-security
has been owned,

Om=220

Big things
are coming,

-

« Hello aforce!
« Gitls are stupid and easy

« RS A Laboratories Unveils Innovative countermeasure to
tecent "Derdal of Service" Hacker Attacks". Keep your data
safe with us! O security is the best.

QOO0
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¢ s Welcome to the NT Hacking Text Files Section,.

t Ta Change, Click ©n The Category,
ESRIIEN MNT f docs [ Sorted By: File Name.

defense File Name Downloads File Size Last Modified
papers cgimail-NT-hack.htm 3339 2505 Aug 16 17:03:358 1999
gazines Sorry, a description is unavailable.
cracknt.zip 4731 114470 Aug 16 17:03:39 19949
Sorry, a description is unavailable,
ftpbounce-attack.htm 3217 6193 Aug 16 17:03:38 1999
careers Sorry, a description is unavailable,
ftpcrack.htm 3467 3892 Aug 16 17:03:39 1999
Sorry, a description is unavailable,
getadmin.htm 4487 1622 Aug 16 17:03:358 1999
Getting local adrmin rights on a MT syvsterm., Probably outdated,
hacking-NT.htm 5950 8403 ABug 16 17:03:38 19949
Sorry, a description is unavailable,
index.bak 370 21349 Aug 16 17:03:39 1999
index.balk
ipccrack.htm 3622 2820 Aug 16 17:03:39 1999
Sorry, a description is unavailable,
msZ-proxyserver.txt 3391 29655 aug 16 17:03:39 1999
Understanding Microsoft Proxy Server 2.0, By Neonsurge of Rhino3,
netbios.htm 4151 1095 Aug 16 17:03:39 19949
Sorry, a description is unavailable,
NTExploits.txt 9395 36669 Aug 16 17:03:39 1999
MT Explotation Techniques, Revision 5 - Step-by-step quide to exploiting NT insecurities, By yacuum,
null.sessions.html 1001 24170 Aug 16 17:03:38 1999

Excellent detailed explanation describing how to programmatically connect to NT Server MIULL Sessions and extract the name of the true
administratar account, By 1D Glaser, NT OBIECTives, Inc.. 24,170 kb,

perl.exe-NT-crack.ht..> 3126 4669 Aug 16 17:03:38 1999

Sorry, a description is unavailable,
sid.htm 3332 8117 Aug 16 17:03:38 1999

Sarty, a description is unavailable,
sid.zip 2463 50773 Aug 16 17:03:38 1999

Sorry, a description is unavailable,
testdqgst.tut 2872 A Aug 16 17:03:39 1999

misc

links

8 Win32 Perl based scanner which checks Class C Metwarks for NT or UNMI¥ rachines running SAMBEA with default guest accounts,

[Document: Done




KaZaA

= KaZaA is another file sharing program
that lets users download music, pictures,
software, video clips and more.

= The fine print in the license agreement
has something nasty.




KaZaA License Agreement

= You hereby grant Brilliant Digital
Entertainment the right to access and
use the unused computing power and
storage space on your computer/s
and/or Internet access or bandwidth for
the aggregation of content and use in
distributed computing. The use
acknowledges and authorizes this use
without the right of compensation.




It Can't Happen Here

= 1984 — student sends obscene email to
female faculty

= 1991 — Major Unix break-in, 18 machines, 5
depts, hackers from all over the world,
discussed in the book @Large

= 1993 — Illegal music sites start to appear on
VT systems

= 1995 — Student obtains test from faculty Mac
ahead of time

= 1996 — Major relay attack, VT system used to
attack other sites, AF-OSI/FBI involved




It Can't Happen Here

1996 — Student changes grades on
instructor’s PC

1996 — Anonymous email harassment from
public VT systems

1996 — Hackers attack system in MCB,
capture passwords from 3 depts

1996 — Secret Service investigates VT student
for threat to the President via email

1996 - female instructor harassed via email
on class listserv



It Can't Happen Here

= 1996 — CO system attacked by BEV user

= 1996 — VT student captures 300 passwords in
a dorm and changes them on 4/1/96

= 1997 — VT WWW site modified illegally
= 1997 — Dept. WWW sites attacked

= 1997 — VT student send hate mail to gay
www site. VT Provost gets > 500 emails
protesting this attack, story appears in NY
Times, Washington Post, LA Times, CT, local
PBS




It Can't Happen Here

1997 — VT student sent to judicial review for
email harassment & threats

1997 — Pirated software sites on VT systems
1997 — VT system attacked from outside, FBI
involved

1997 — Hackers attack VT system to attack
Canadian systems, RCMP/FBI involved

1998 — Hackers attack VT system to attack
PSU systems

1998 — Dept lab attacked by disgruntled
former grad student



It Can't Happen Here

1998 — EE, Emporium labs attacked by
hackers

1999 — BO, Netbus, Email attachment attacks
arrive

1999 — +80 VT systems attacked to be used
in DDOS attacks. FBI involved

2000 — Email harassment attacks continue

2000 — Remote control trojan attacks
increase like VNC I showed you

2001 — VT systems continually probed for
vulnerabilities



Four Initiatives To Fight Back

= Incident Response Team - sharing
= Education - sharing

= Policies — especial AUP

= STAR



Policies that Work




History

= 1989: I asked “Do we have a policy”

s 1990: first draft of the AUP

= #2000 — adopted 1989, revised 1999
= Management of University Records

= #2005 — adopted 1989, revised 1999

= Administrative Data Management and Access Policy

= #2015(AUP) — adopted 1991, revised 1999
= Acceptable Use Guidelines contain specific examples

« #2020 — adopted 1991, removal pending

= Policy on Protecting Electronic Access Privilege

= #2030 — adopted 2000
= Policy on Privacy Statements on VT WWW sites



AUP Enforcement Philosophy

= Avoid repeating sanctions — they are in
existing policies and sanctions

= Sanctions are described in Student, Faculty
and Staff Handbooks

= Judicial procedure is defined there also

= Maintain compliance with Federal, state
and local Computer Crime statutes.

= Academic freedom vs. illegal activity



Acceptable Use Policy

= Scope

= All VT-owned computer & communications
facilities dealing with voice, video and data

= VT Networks, mainframe, midrange,
minicomputer, workstation and PC

=« No individually owned computers — until
they connect to the VT network.



Acceptable Use Policy

= Demonstrates Respect of:
= Privacy rights of others

= Intellectual property rights (copyrights,
patents)

« Data ownership
= Defense mechanisms

= Freedom from harassment,
intimidation



Acceptable Use — The Do's

= Use resources for authorized purposes only
= Porno, personal business — violation!
= Responsibility

= You're responsible for anything that originates
from your system/userid.

s Permission

= Access only what you've been given permission
= YOUu can share your userid/system but see previous point

= Use only legal copyrighted software or data
= Refrain from overloading resources
= Spam, DOS attacks



Acceptable Use — The DONT's

= Use another’s system, userid, data, files or
password without permission

= Use hacking programs, willfully spread viruses
to break system security or disrupt services

= Make illegal copies of copyrighted materials,
store them on VT systems or transmit them
on VT networks

= MP3, Napster, DVD is ok as long as copyrights are
respected. (no music without permission)

= You become a “distributor” — one kid who refused
to eliminate all files brought up under judicial
review and had a “suspended suspension.”




Acceptable Use — The DON'Ts

= Use emaill or messaging services to
harass, intimidate or threaten others

= Most common offense

= Use VT systems for personal gain (your
new startup company)

= Use VT systems for illegal purposes




Acceptable Use - Enforcement

s AUP violations are a serious offense

= VT reserves the right to copy and
examine any file on VT systems
allegedly related to AUP violations in
order to protects its resources (no
search warrant needed for VT system)

= Done only with the approval of supervisory or
legal entities. Does NOT apply to personal systems
= FERPA, ECPA, Computer Fraud & Abuse Act,
Computer Virus Eradication Act, VA Computer
Crime Law, HIPPA, Interstate Transportation
of Stolen Property Act



Acceptable Use - Statistics

= Students
= 1998: 5 cases formally adjudicated

= 1999: 1200 complaints, 25 cases formally
adjudicated

= Gender based harassment, copyright
infringement pose significant contributory
liability concerns for the University

= Data from Office of Judicial Affairs annual
report




Acceptable Use - Summary

= Comprehensive
= Flexible

= Use existing University Policies for
enforcement

= Binding to all VT members

= Available at http://security.vt.edu, click
on the Acceptable Use Guidelines




STAR

= How do you get the auditors, the
security staff, and the systems
administrators to all work together, and
do it willingly?

= First make their jobs easier

= Then get senior management to require
participation

= Get all three groups reading off the
same page




STAR: Security Technology
Assessment and Review

= Value your information assets

= Assess your risks

= Deploy risk-mitigating controls for
maximum effect

s Create measures that drive human
behavior
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Rank your Assets
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List your Risks
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Map your Assets & Risks

>0 Microzoft Excel - genrizk:2

Hi File Edit %ew Insert Format Tools Daka indow Help _iﬁll_lf_!i
|
DEEd SR_Y & & oo M= A AL @B o -3
]Geneva - g T|BIH|§§I—§|$/’ 3 +.;.E+':'3|£__§'E:_§|ﬁ-&viv
AlS | = site 13 '
Fit =h [ e [ e R = (S = T T | I R B [ A P N R B R (S o | P EJ‘I
) ; 9 =
[u k]
e, o =
= E 2 . £ -
: k= ) B z o EE 2 | I
Assets/Risks E o ® § S | 2 = EE @ % | 02
2 2 3 S |82 |8 | & S|Pl B |ET|(E22| =
s E5 £ =2 =g 5 E| B B |eal| B |GE |2 =
e gl wl e 0 ] o 9 =] =2 = % =
o T . Tl = (1] LT i [ p = = i O = [
1 (0 < OL| & o w o= O o= =] om 7 oL oo o E =
= o W Ly = = = Ly L =
2 Wit ) - = un] = o — = = — L
[n ] - (] (] (] L) L[] L[ L[ ) [nm] ]
3 site1] 106 9390 T5965 G305 G599 5330 S486 5381 5328 5325 327 44 264
4 site 2] 34.5 a5 B0S4 S450 5366 S070 4394 4310 4267 4267 2520 BTG 211
5 site 3] 70.5 G275 S076 4547 4477 4230 G666 35496 3560 3560 286 a6 176
= site 4] ¥0.4 B275 S07E 4547 4477 4230 SEBE 3596 3560 3560 21586 SE6 176
7 site 5] B9 65141 4965 4451 43582 4140 3585 3519 a3485 G485 2139 a5 173
5 site 6] B2.5 5563 4500 4031 3959 37a0 3250 31588 3156 3156 1938 00 156
g site 7] 54.5 4551 a3924 3515 S461 3270 2834 27a0 27a2 27a2 1690 436 136
110 site 8] 24.5 4551 3924 3515 3451 3270 28354 2750 2752 2752 1690 436 136
11 site 9] 47 4183 3354 a0a2 2885 2820 2444 2397 2374 2374 1457 376 118
"'I
M| 4 [ b Assets § Asset weighting £ Risks / Risk weighting b Asset-Risk Matrix ¢ | 4] I _'*_l.l_‘

Ready | | I 5 UM | . i



List the Controls Available for Mitigating your Risks
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Map your Controls onto your Assets & Risks
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Deploy your Controls for Maximum Effectiveness
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Audit Compliance Status
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Assets/Risks Status
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Controls Status by Asset
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Detailed Audit Compliance Status
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Detailed Audit Compliance Status
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Benefits to User Organizations

= List of risks they hadn’t considered

= List of assets that are at risk

= List of controls — possible solutions

= Decision-making process is up to them



Benefits to Auditors

= Amount of work reduced in 2" year and
beyond

= Consistent reports
= Comparisons and trend analysis




Benefits to Incident Response
People

= Do not get auditor information

= But, if problem occurs, can get good
picture of what controls were on which
machine



Benefits To System Managers

= Provides answer to management of “Where
are we now and what do we need to do to
get to a reasonable level”

= New: using Center for Internet Security
scoring tools — because that catches
management’s eyes.

= Once they saw the scores (1-10) they
demanded action.

= Auditor’s like it, too.




New Additions at the Web Site

= Business Impact Analysis/Risk
Assessment Template

= Emergency Response Plan
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It is a good idea to familiarize yourself
with the rules and regulations that govern
vour use of computers and other
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Lock It Down
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Play It Safe

The best way to protect yourself is to not
put vourself into situations that put vou or
vour data at risk, These tools allow yvou to
analyze vour risk and take preventative
Mmeasures,

s Protective Software

s Business Recovery Plan
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Go To Class /=

The best way to protect yourself from
attacks is to educate vourself. Virginia
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